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Foreword 


“Shaping the Future of Canadian Defence: 
Strategy 2020”, June 1999 marked a significant 
milestone by providing a strategic framework 
for Defence planning and decision making for 
the 21“ century. The Strategy articulated the 
Defence Vision for 2020, long term strategic 
objectives and shorter term targets in order 
to ensure a focus for Defence decision making. 


The exploitation of information is becoming the 
predominant strategic driver of the new millen- 
nium. The availability of accurate, complete, and 
on-demand information from any global loca- 
tion is a critical requirement for the Department 
to meet its future operational capability. For 
example, success with operations in Kosovo relied 
on NATO’s command, control, computers and 
intelligence capabilities. Our ability to acquire, 
exploit and protect information is the key to 
providing Commanders with the essential situa- 
tional awareness needed to deal with military 
operations in the 21“ century. 


Expectations are high. The Year 2000 challenge 
demonstrated that information technologies 
have permeated virtually every aspect of our lives. 
The Internet has become the transaction and 


information distribution environment of choice. 
The Government of Canada is moving into an 
era of Electronic Service Delivery to Canadians. 


It is therefore timely to update our Information 
Management (IM) Strategy for the Defence team. 


This IM Strategy assists in creating a shared 
understanding of the future requirements 
for IM support to Defence and provides the 
IM Vision, Objectives and short term (3 year) 
Targets to guide deployment of IM capability 
into the 21* century. Implementation of the 
IM Strategy can only be achieved through 
coordinated actions throughout DND/CF. 


We can, and must, succeed in providing 
appropriate and timely IM support to the 
Defence team. 


We will succeed by focussing our efforts, working 
in a coordinated manner and always being 
mindful of the threats to our information assets. 


Wb Ge se 


Howard Dickson 
Assistant Deputy Minister 
(Information Management) 
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Introduction 


Information: 
A Strategic Resource’ 


Information is fundamental for achieving: 
¢ Canadian Forces (CF) operational superiority; 
¢ Improved decision making; and 


e Effective management of the Department 
of National Defence (DND). 


Information is a strategic, corporate resource 
that is fundamental to the successful operation 
of DND/CE. It must be carefully managed — just 
as human, equipment and other resources are 
carefully managed. 


Information Management (IM) includes the 
planning, coordinating and controlling of the 
acquisition, analysis, processing, integration, 
distribution, transmission, use and safeguarding 
of information in all its forms. IM also includes 
the associated Information Technology (IT — the 
programs, computers, networks, etc.) and 
supporting resources (people, funding, etc.). 


Information comes in many forms, including 
paper, electronic, video, sound, maps and satellite 
images. Information is derived by fusing and 
processing raw data (received from sensors, input 
from invoices, etc.). The analysis of information 
provides the knowledge that enables DND/CF 
leaders to gain a global understanding of their 
situation(s) and lead to decisive action. 


References: 


II. A: 


Managing and using information is complex. 
It involves detailed coordination in many areas 
such as the: 


e Tens of thousands of military sensor plat- 
forms capable of gathering data from 
multiple sources and formats in unpre- 
dictable environments; 

e Processing, interpreting, visualizing and 
disseminating of information and knowledge; 


¢ Protection of information; 


e 55,000 “desktop” personal computers 
distributed throughout DND/CF (including 
deployed operational units); 


e Expectations of instant access to 
“information services” from wherever 


the CF is deployed; and 


e Sharing with Other Government 
Departments (OGDs), Non Government 
Organizations (NGOs), allies, and 
supporting Canadian industries. 


The understanding and knowledge gained from 
information is power. Therefore the underlying 
information is vulnerable to attack. The reality 
of asymmetric “cyber-attack” is omnipresent. 
Military and business success is clearly depen- 
dent on the engagement of others’ command and 
control information systems and the protection 
of our own. 


Information Protection (IP) is critical. Recent 
trends in IP add to the traditional establishment 
of passive safeguards to provide a more active 
form of defence. This new philosophy within IP, 


Shaping the Future of Canadian Defence: A Strategy for 2020, June 1999. 


B Defence Planning Guidance 2000 (DPG 2000), 5 August 1999. 
C: Technology Investment Strategy for 2010 (Ver 3), Defence Research and Development Branch, June 14, 1999. 
D 


Strategic Directions for Information Management and Information Technology: Enabling 21" Century Service 
to Canadians, Treasury Board of Canada Secretariat, 1999. 
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called Computer Network Defence (CND), 
advocates the identification of the perpetrator 
and the launch of counter-measures on detec- 
tion. The need for DND/CF to continue to 
evolve its CND to protect its information 
assets from all malicious activity — from the 
curious hacker to covert military threat — 
becomes paramount. 


The application of knowledge and under- 
standing by DND/CF personnel to meet their 
missions and tasks is depicted at Figure 1. 


Current Environment 


The concept of an “Integrated Information 
Environment” (IIE) was promulgated within 
DND/CF in 1995. The IE described the ideal 
future state in which all DND/CF processes and 
operations share information seamlessly. In 
this environment, authorized users are allowed 
to access, share and exploit information in 
the required form from any place at any time. 


Resource constraints and independent develop- 
ment of IM capabilities subsequent to 1995 
have impeded progress towards achieving the 
IIE. Examples are: 


e Migration of many of the legacy systems 
into the newer corporate DND/CF enterprise 
applications has not occurred; 


e Units continue to develop and deploy techno- 
logical solutions that may be “right” for 
the local unit, but not necessarily for the 
overall DND/CF “good”; and 


e Interconnectivity between the DND/CF classi- 


fied and designated domains is non-existent, 
and between the designated domain and the 
Internet, is minimal. 


= UNDERSTANDING 


COGNITION 
EVALUATION & ANALYSIS 


INFORMATION 


PROCESSING 


FILTERING, CORRELATION & FUSION 


ORGANIZATION & DISPLAY 


RAW DATA 


Figure 1: The Cognitive Hierarchy 


On the positive side, a number of initiatives 
are well advanced. These include the: 


e Existence of, and the amount of information 
available, on the Defence Information 
Network (DIN); 


¢ Common DND/CF backbone communications 
system (including extensions into theatre); 


¢ Deployment of common office and e-mail 
systems as part of a common user manage- 
ment framework; 


¢ Deployment of the Joint Command and 
Control Intelligence System (JC2IS); 


e Support at all levels for the MILSATCOM 
project; os 

e Installations of the corporate enterprise 
applications for personnel and finance; 

e Increased education and awareness; and 


¢ Improved CND capability to better safeguard 
against potential threats. 


ee” 
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IM Strategy for the 21“ Century 


The purpose of this IM Strategy is to focus Defence Vision 
efforts within Defence for providing the accurate, 
complete and on-demand information that the = fie 
DND/CF requires for operations and business The Defence Vision for 2020° is: 

in response to the Defence Vision for 2020. “The Defence Team will generate, employ 


Critical themes underlying the strategy are: and sustain high-quality, combat-capable, 
inter-operable and rapidly deployable task- 


tailored forces. We will exploit leading-edge 
doctrine and technologies to accomplish 
¢ Inter-operability; our domestic and international roles in 
e Partnerships; the battlespace of the 21“ century and be 
recognized, both at home and abroad, 


e Operational primacy; 


e Information protection; 


¢ Collaborative environment; 
as an innovative, relevant knowledge-based 


institution. With transformational leader- 

¢ Priority to the Departmental “good” ship and coherent management, we will build 
versus individual unit needs. upon our proud heritage in pursuit of clear 

strategic objectives.” 


¢ Conformance with legislation; and 


The Strategy is provided in the following 
sections describing the: 


2 Sn IM Vision 
e Target Environment; 
e Objectives; Peer 
) : The availability of accurate, complete, and 
a = fs G A . 

¢ 3 year Targets; and on-demand information from any global 
e Expected Deliverables. location will be a critical requirement for the 

Department to meet its future obligations. 


The Vision for IM within Defence is: 


To contribute to the success of CF opera- 
tions by ensuring commanders and staff 
have global access to the knowledge needed 
to achieve information superiority and to 
operate the Defence organization as one 
high performing team. 


IM provides the foundation for the creation of 
the knowledge based DND/CF to facilitate the 
global operations of the CF and support the 
Defence Vision for 2020°. 


References: 


2. Quoted from: Shaping the Future of Canadian Defence: A Strategy for 2020, June 1999. 


3. The Impact of Technology on Command: “As technology advances, the conduct of operations will continue to change. 
Each advance in information technology will help leaders form a more complete picture of the battlespace, generate 
faster, higher quality decisions, manoeuvre more rapidly in time and space and increase a unit's flexibility and agility.” 
FM 100-6, Information Operations. 


— 
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Target Environment 


Consistent with the Defence Vision for 2020, 
DND/CF operational commanders have stated 
requirements for: 


e Direct access to accurate information and 
knowledge for planning and decision making; 


e Automated near real time situational aware- 
ness to provide military and political leaders 
with the most accurate information possible 
on which to base decisions; and 


¢ Dependable, real time, secure communications 
to all deployed operations to provide the 
backbone on which operations depend. 


The commander’s requirements are dependent 
upon highly developed IM systems providing 
capabilities for: 


¢ Global deployability; 
¢ Collaborative work environment; 


e Access to relevant information (contingency 
planning, materiel, logistics, personnel, 
finance, geo-political, ...); 


¢ Communications with allies, OGDs, NGOs 
and industry; and 


e Protection of information from threats. 


CF operational commanders must possess 
Information Superiority* through global access 
to accurate, complete and on-demand infor- 
mation. This will allow them to achieve a real 
time awareness of the battlespace, provide 

a decisive edge in warfare actions and protect 
their force. 


References: 


The importance of information to an operational 
commander is depicted at Figure 2: 


Command and Control: 

The Command and Control Information 
Systems (C2ISs) provide the near real-time 
operational information to facilitate decision 
making by commanders. 


COMBAT CAPABILITIES 


COMMANDER'S INTENT 


INFORMATION SUPERIORITY 


Figure 2: The Effect of Information Superiority 


4. Information Superiority is the capability to acquire, exploit, protect and disseminate an uninterrupted flow of information 


while denying an adversary the ability to do the same. 
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The commander also requires business informa- ¢ Information Management: ADM(IM) provides 
tion to complement the operational information leadership, products and services needed to 
provided by the C2ISs. DND enterprise appli- manage information as a corporate resource 
cation systems, supported by key functional essential to the success of the Mission and 
organizations, provide the needed information: Defence objectives of DND/CF. 

e Materiel: ADM(Mat) provides quality, timely Figure 3 (below) depicts DND/CF operating 
and efficient materiel acquisition and support in a global information environment where CF 
to the CF and the Department; deployed units access required knowledge and 

¢ People: ADM(HR)s develop human interoperability is achieved with allies, OGDs, 
resource policies and support programs NGOs and industry. 


and provide personnel and services to 
meet the Defence mission; 

¢ Financial Information: ADM(Fin CS) provides 
comptrollership guidance and the financial 
authorities framework and advice necessary 
to support the resource management process, 
and to provide corporate management and 
support services; and 


‘akin ae 


Global Network Services 


Classified 


Enterprise 
Applications 


Information / Knowledge Databases 


Figure 3: DND/CF in a Global Information Environment 
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Research and Development Objective 1: 


Innovative Path 


There is an important role for the Defence 
Research and Development team to contribute 
towards developing leading edge solutions for 
many of the above requirements. As examples, 


Strategy 2020: Create an adaptive, innovative 
and relevant path into the future. 


in the complex areas of knowledge management, IM: Create an adaptive, innovative and 
communications and information protection, realistic path towards the implementation 
there are concerted R&D activities in: of the IM Vision for 2020 in support of 
¢ Knowledge Modelling and Information Operational Commanders. 

Fusion — to improve the quality of decisions 

and reduce response times necessary to Three Year Targets 

achieve a desired goal or mission; e Define information requirements for opera- 
¢ Communication Enablers for Distributed tional and administrative systems; 

Systems — for the effective employment ¢ Prepare the IM Strategy for DND/CF; and 


of battlefield distributed systems; and Passo chia bepnye acts erteeeriribisr Exava CuI TNT? 


Enterprise Architecture (consistent with GOC 
directions*) with linkages to allies, OGDs, 
NGOs and private sector partners. 


¢ Network Protection and Information 
Networks — through developing techniques 
and tools to protect CF and DND infor- 
mation networks. 


Expected Deliverables 


IM Objectives and Targets ¢ Requirements: 


- Provided to a high level within this 


The document “Shaping the Future of Canadian Peps cle Bb cing cece 


Defence: A Strategy for 2020” (June 1999) - Detailed as a component of the Integrated 
provides a Vision for the Defence Team for 2020 Defence Enterprise Architecture (IDEA); 
together with supporting Strategic Objectives ¢ Defence IM Strategy updated for the next 
and shorter-term Targets. planning period, FY 2000/01; and 


e Integrated Defence Enterprise Architecture, 


The Tabl the followi age) provides the: 
ne Table (on the following page) p Re a 


e Strategic Objectives from Strategy 2020; 
e Facilitating IM Objectives; 

e Three Year Targets; and 

e Expected IM Deliverables. 


References: 


5. The Strategic IM/IT Infrastructure (SII) initiative of the Government of Canada provides the context for sharing 
IM/IT infrastructure across government departments. 
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Objective 2: 
Decisive Leaders 


Strategy 2020: Develop and sustain a leadership 
climate that encourages initiative, decisiveness 
and trust while improving our leaders’ abilities 
to lead and manage effectively. 


IM: Consistent with the IM vision, provide 
the accurate and timely information and 
knowledge to enable DND/CF Leaders to 


lead and manage in a decisive manner. 


Three Year Targets 

e Refine the requirements and develop concepts, 
policies and practices for knowledge manage- 
ment and access; 

e Provide situational and administrative infor- 
mation; and 

e Manage the provision of accurate, complete 
and timely information. 


Expected Deliverables 
¢ High level knowledge management strategy, 
FY 2001/02; 


e Enhanced decision support environment 
for DND/CF enabled through supporting 
enterprise applications; and 


e Cleaned-up legacy databases. 


Objective 3: 
Modernize 


Strategy 2020: Field a viable and affordable 
force structure trained and equipped to gen- 
erate advanced combat capabilities that target 
leading edge doctrine and technologies relevant 
to the battlespace ofihe,21 “centuny 


IM: Contribute to the deployment of 
the advanced combat capabilities relevant 
to the battlespace of the 21" century, 


Three Year Targets 

e Refocus R&D needs in support of information 
acquisition, exploitation and protection; 

e Develop innovative solutions to opera- 
tional needs; 


e Improve the DND/CF information protection 
capabilities through an “active defence” 
concept; and 


e Assess, acquire and deploy advanced capa- 
bilities to achieve information superiority 
for the commander. 


Expected Deliverables 


e Information Operations (IO) Laboratory 
at Defence Research Establishment 
Ottawa (DREO)); 


¢ Knowledge management tools; 
e Active CND capability; and 
e Canadian Forces Command System (CFCS). 
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Objective 4: 
Globally Deployable 


Strategy 2020: Enhance the combat preparedness, 
global deployability and sustainability of our 
maritime, land and air forces. 


IM: Contribute to joint combat prepared- 
ness, global deployability and sustain- 
ability of our maritime, land and air forces 
through the deployment of a secure, sustain- 
able and robust global communications 
capability. 


Three Year Targets 
e Refine requirements for high performance, 
secure, robust global networks; and 


e Acquire and deploy global networks. 


Expected Deliverables 


e Enhanced global connectivity through the 
Canadian Military Satellite Communications 
(CANMILSATCOM) Project; and 

e Information Management Infrastructure 


extended to deployed forces (referred 
to as Tactically Self Sufficient Units). 


Objective 5: 
Interoperable 


Strategy 2020: Strengthen our military to mili- 
tary relationships with our principal allies 
ensuring interoperable forces, doctrine and 
C4I (command, control, communications, 
computers and intelligence). 


IM: Contribute to the achievement of 
interoperable C2IS within our Canadian 
military and with our principal allies. 


Three Year Targets 

e Define interoperability requirements 
for the CF; 

e Implement interoperability: 


- between the CF C2ISs and with the US 
and other allies; and 


- with the US and NATO on defensive 


Information Operations measures; 


e Provide corporate information to the C2ISs. 


Expected Deliverables 


¢ Documented information exchange require- 
ments within the Enterprise Architecture FY 
2000/01; 

e Enhanced interoperability with: 


- Canadian Forces Command System (CFCS) 
and Military Message Handling System 
(MMHS); 

- Coalition wide area network; and 

- Operational CND with US and NATO; 

¢ Defined interface between the designated 
and classified domains; and 


e Transfer of logistics, equipment, finance and 
human resources information to the CFCS. 
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Objective 6: 
Career of Choice 


Strategy 2020: Position Defence as a rewarding, 
flexible and progressive workspace that builds 
professional teams of innovative and highly 
skilled men and women dedicated to accom- 
plishing the mission. 


IM: Develop multi-skilled personnel 
capable of implementing and using 
Operational and Business solutions. 


Three Year Targets 
e Deliver IM education to DND/CF leaders; 


e Provide IM workforce careers oriented 
to knowledge management; 


e Implement solutions for IM workforce career 
management; and 


¢ Deliver comprehensive Information Protection 
education, training and awareness. 


Expected Deliverables 
e IM educational and training commencing 
FY 2000/01; 


e Career paths supporting knowledge manage- 
ment 2000/01; 


e New career options for IM workforce 
commencing FY 2001/02 enabled with 
personnel and health enterprise applications; 


¢ IP education, training and awareness com- 
mencing FY 2000/01 targeting: 


- DND/CF Leadership and management; 
- IM professionals; and 
- DND/CF wide. 


References: 


Objective 7: 
Strategic Partnerships 


Strategy 2020: Establish clear strategic, 
external partnerships to better position 
Defence to achieve national objectives 


IM: Establish strategic alliances or teaming 
arrangements with other Canadian govern- 
ment departments, military allies and the 
private sector to achieve synergies and 
efficiencies leveraging on Electronic Service 
Delivery (ESD)* capabilities. 


Three Year Targets 


¢ Define ESD opportunities and requirements; 


e Establish the infrastructure for transacting 
services electronically in partnership with 
OGDs, military allies and the private 
sector; and 


e Implement ESD solutions in partnership with 
OGDs, military allies and the private sector. 


Expected Deliverables 
e E-business Strategy for DND/CF FY 2000/01; 


e Infrastructure: 


- upgraded firewall, Directory Services 
and Public Key Infrastructure (PKI) 
by FY 2000/01; and 


- critical information infrastructure protec- 
tion capability coordinated with GOC 
commencing FY 2002/03; 

¢ ESD solutions: 

- with PWGSC and the private sector 
by FY 2001/02; 

- CF with OGDs, NGOs and private sector; 

- DND/CF Internet Web site conforming 


to the common GOC design by 
31 December 2000; and 


- Partnerships with information providing 
organizations. 


6. ESD is acommon theme in Canadian government reform. ESD deals with relationships that include government to 
citizens, government to business (also known as “electronic business” and “electronic commerce”), government 


to government, and intra-government. 
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Objective 8: 
Resource Stewardship 


Strategy 2020: Adopt a comprehensive approach 
to planning, management and comptrollership, 
focused on operational requirements, that 
prepares us to respond rapidly and effectively 
to change. 


IM: Provide the enabling IM support for 
the comprehensive and effective manage- 
ment of DND/CF resources in response 
to operational requirements. 


Three Year Targets 


Implement the improved DND/CF IM 
Governance Committee structure and 
committee memberships; 


Develop and implement an IM Portfolio 
investment framework and management 
structure; 


Adopt an IM project oversight framework 
through the implementation of a “Centre of 
Excellence” for IM project management; and 
Using the guidance and direction from the 
DND/CF Enterprise Architecture, lead the 
planning and implementation of an integrated 
resource management capability. 


Expected Deliverables 


Improved IM Governance Committee 
structure FY 2000/01; 


Managed IM investments; 
Centre of Excellence, March 2001: 
- Requirements analysis capability; and 


- Project Delivery Management (PDM) 
environment; 


Enablers for resource management, including: 


- Enterprise applications including materiel, 
supply, personnel, health and finance; 


- Accrual accounting, 1 April 2001; 
- Data management capability; and 


- Integrated Defence Management 
Framework. 
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The Way Ahead 


Implementing 
the IM Strategy 


Consistent with this IM Strategy, implementation 
commences with: 


¢ Publishing and communicating this 
IM Strategy throughout DND/CF and 
with OGDs, NGOs, allies and the 


private sector; 


¢ Updating the DPG 2001 to reflect this 
IM Strategy in order to provide direction 
for the forthcoming planning period; and 


e Using input derived as a result of the pre- 
paration of DND/CF Business Plans for 
FY 2000/01, preparing a consolidated 
DND/CF IM Implementation Plan for the 
three year period commencing 1 April 2000. 


Accountability 


ADM(IM) is accountable for leading the 
implementation of this IM Strategy on behalf 
of DND/CE. 


Responsibilities 


Responsibilities for developing business require- 
ments in specific Defence functional areas will 
be lead by appropriate senior leaders supported 
by a consortium of colleagues. 


ADM(IM) is responsible for the operation and 
sustainment of the IM infrastructure. Appropriate 
end user units are responsible for the input and 
update of the accurate and timely information 
needed to support CF operationsand DND 
business. 


Implementation Activities 


Implementation activities will be undertaken 
in a collaborative manner with: 


e ADM(IM) leading activities associated with 
implementing of IM capability used to support 
multiple Defence functions; and 


e Specific functional managers, in collaboration 
with ADM(IM), leading initiatives that are 
limited to their specific areas. 


Implementation Priorities 


In order to provide guidance and establish imple- 
mentation schedules for the Targets identified 
in the previous section, the following have been 
defined as priorities: 


Governance: 

An effective and efficient control structure 

is required to: 

e Align the IM program with DND/CF strategic 
objectives and optimize the cost effective 
exploitation of information as a resource 
of strategic value; and 


¢ Provide a more visible accountability 
framework for DND/CF senior leaders. 


Architecture: 

A common architectural view will assist with 

facilitating: 

e Alignment of IM with operations and business; 

e Implementation of “one” integrated IM 
environment; 

e Interoperability with OGDs, NGOs, allies 
and industry; and 


e Exploitation of emerging electronic service 
delivery opportunities. 
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People: 

Given changing technology and business environ- 
ments, appropriate measures must be taken 

to enhance personal growth through a realistic 
program of career management, development 
and transition. 


Information Protection: 

Information must be protected within and across 
all the domains of our information environ- 
ment while remaining accessible to authorized 
personnel. 


2000 / 01 


Implementation Priorities 


2001 / 02 


These four Implementation Priorities provide 
a balanced foundation against which specific 
IM initiatives can be evaluated. The implemen- 
tation of these priorities can be represented 

in a timeline view as depicted in Figure 4. 


2002 / 03 


Governance 


Implement » 


Manage 


IM Architecture Develop 


5 


Implement & Sustain 


People 


Consult & Develop 


5 


Information Protection Develop 


Implement & Sustain 


Figure 4: Implementation Priorities Timeline 
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Conelusion 


DND/CF is transitioning from the era of 
operating IT to an environment of managing 
information as an important contributor 
to the success of CF operations. 


Success with this transition can be achieved by: 


¢ Gaining a shared understanding of 
DND/CF’s IM requirements; 


¢ Focussing efforts; 


e Using a collaborative, collegial, multi- 
disciplined team approach; 


e Ensuring the attainment of operational / 
business value; and 


e Protecting DND/CF’s information assets 
from threat. 


Success will be measured by the timely 
completion of the deliverables associated 
with each Target. 


Success will enable the Defence Team to move 
into the 21“ Century with the confidence that 
its operational commanders and business leaders 
have global access to the knowledge needed 
to achieve information superiority. 
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